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Roles and Challenges of AI-Based Cybersecurity: A Case Study

Jaffar Ahmad Abdulkarim Alalwan?

ABSTRACT
Nowadays, organizations face complex cyber-attacks that are difficult to counter with traditional protections.
Therefore, many modern organizations tend to use Al-based cybersecurity systems to secure their assets and
infrastructure and to reduce the level of potential risks.
Because of the lack of clarity of the Al roles in cybersecurity and the ambiguity of the related challenges, this study
aims to explore the most prominent roles of Al-based cybersecurity related to information security in the prevention
phase, the detection phase and the response phase. The study also aims to determine the most prominent challenges
facing Al-based cybersecurity.
To achieve the goals of this study, we adopt a case-study methodology that origins from the general framework
which is information security and ends with the specific framework which is Al-based cybersecurity. After
designing a matrix to analyze the case study, the study concludes nine important roles for Al-based cybersecurity
distributed over the three phases. Three roles are in the prevention phase, which are automated assessment of
security vulnerabilities, awareness and training and authentication. Two roles are in the detection phase; namely,
detection of intrusion and security breaches and detection of spams and phishing and four rules are in the response
stage, which are analyzing malware, automating routine tasks, deploying traps and topple attackers and isolating
important assets.
The study also identifies eight elements that represent the most prominent challenges facing Al-based cybersecurity:
regulations and principles, trust, accountability, privacy, bias, training datasets, human resources and financial costs.

In conclusion, the study presents a set of recommendations drawn from the results.
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il clagleas Abipall  Shaadl 0¥ Clleag
Claodl byl bl G Shleay daadsl
Lalail acldd (dulyad) Hlalaal) Calass) daye b Ll
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Gk (Kim et al., 2016) duh Culd ¢ aanl) alaill il
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Julail #3901 gkl (Feng et al,, 2014) 4wy cdoa
J< duglyl ilaely @ball aaas e i hladl
(Bayesian) A<l Hhlaall Julas igei pladial Al
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o 2l saasal) il Ll clylag pladdl Jalee Jial
Ayl Tai g L gilan e cass al) i lally ) (e ol
S0 zigad ekl & 3 «(Poolsappasit et al., 2012)
Q) Gleaa Aa3da PR (e (Bayesian Attack Graph)
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A 5yl el & el O K S paadl) RN
(Damopoulos et 4wy Wl . clangill dalleal dllad Jalad
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i ulld o) e gyl s el ) paial dia
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Jalat sl gaaal) alanll i e Talael et al., 2016)
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(Goosen gale 1Syl Hhlaall e las C_&:\}Xj aaas Sy
e o eliba¥) (KA clags DA e et al,, 2018)

(1) Jsatt
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Qa3 dllaa) Glas o (Poolsappasit et al., 2012)
Alal @l ph ik o (Damopoulos et al., 2012)
gl Gluldll e sadiaal d8sladl o (Almuairfi et al., 2013)
A€ol gl lulidll e sadiaall d8aladll o (Gupta et al., 2019)
Al Alsje miladl da gl aladid dauda (PlA (e dBaladl e (Buriro et al., 2015)
Bl aladi) daph PIA e dialadl e (Zheng et al., 2016)
Al lalail Jalas DA (g0 d8aladll o (Meng et al., 2014)
Glasled) Gl hlia ol S5t e (Troussas et al., 2020)
) Q.:\}\ Gylga dratie (Carlton and Levy, 2015)
Al Glaagll gl e (Winder, 2016)
Gl 4 Jlall CasSe (Kim et al., 2016)
Glaagl) Cavieay GiliaS) o (Alom et al., 2015)
alaasy) A ja Gligg )l ASd alias) o (Torres et al., 2016)
Glail) elisl il jlsd L) o (Bisio et al., 2017)
Jaciall g SN anpll Jily calias) o (Mi et al., 2015)
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Lasad) e f,.;w\ L 158 A.u;_\ . (Heinl, 2014)
dalgll Joa¥) Jic o (Goosen et al., 2018)
Lis ) algall Licil 0 (Goosen et al., 2018)
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il () eVl GalaSly pardivall Y1 el
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delua Bygpa b Lag .al, 2020; Stahl et al., 2010)
LSon LY Lgasas Jlaall gy daleial) milsllly bl
aetig dldinall Hlalad) (o ity Chaal) Bl gellad daelia
b el oIS dadaif ddadsly )i e 40 ]
el A o il il el ) Jlas
Ay praca sill Allally A8l e Al cilallaial)

(il e laa¥) Jelal bl ul dego 48 i,
Al Zialy (ydal) yeaial) oy Al Lial dege & Uy
ool el e adinall iyl (30 7 lad 520 Y
-(Soni, 2020) &uaall ciluall sda & A (3e e adiny
238 o (gsiwe Jsn cslaall e LESH @la J) Leg
S 8 Nabia Tega 2aay) oy Tl Zuaall il
3 s o8 el b - e lilaaY) oIS ks
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OSar cple JSéug .(Winfield and Jirotka, 2018) delady!
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