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Abstract
Background and Aims: The healthcare system's complex structure presents unique challenges in ensuring
security and privacy. This review aimed to explore these challenges in the context of the growing integration of
artificial intelligence (Al) in healthcare operations.
Materials and Methods: We conducted an in-depth analysis of the healthcare system'’s architecture, emphasizing
the necessity of understanding its multifaceted nature to effectively safeguard sensitive data. We then assessed
potential risks and vulnerabilities by reviewing previous cyber-attacks targeting healthcare institutions,
establishing a basis for proposing robust countermeasures.
Results: The results highlighted the critical importance of protecting healthcare data and details the nature of
threats faced by the system. Through examining past incidents, we identified common vulnerabilities and the
methods by which they were exploited. Based on these insights, we propose novel strategies aimed at mitigating
the impact of these security breaches in the context of healthcare.
Conclusions: The integration of Al in healthcare poses both opportunities and challenges for security and privacy.
This review addressed the obstacles faced by researchers in ensuring that Al applications in healthcare are secure
and respect patient privacy. We emphasized the need for continuous adaptation and improvement to keep pace
with evolving threats. Ensuring the security and privacy of healthcare systems in the Al era is essential. This
review identified the complexities involved to ensure security and privacy of healthcare systems and outlined
proactive strategies to enhance the resilience of healthcare institutions against cyber threats. Continuous research
is essential to stay ahead of potential security challenges.
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INTRODUCTION

The healthcare ~ sector's  technological
developments possess the capability to extend, save,
and improve human lives. The technologies span a
broad range, including systems that store electronic
health records (EHRs), devices that monitor health
and dispense medication (such as versatile gadgets,
wearables, and technology embedded in the human
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body), and telemedicine technologies that offer
remote  healthcare  services  [1-5].  The
interconnectivity of healthcare equipment is
continuously progressing in tandem with their
development. However, the interconnectedness of
systems creates new and unique cybersecurity
vulnerabilities. Cybersecurity involves protecting
computer networks and their data from illegal access
and intentional or unintentional disruption [6, 7].
There is increasing worry about the inadequate
level of cybersecurity in the healthcare industry,
which has led to compromised confidentiality of
medical information and compromised integrity of
data. Media reports on data breaches offer
compelling proof of the exploitation of weaknesses
in cybersecurity. Currently, the healthcare sector is
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observing a significant level of emphasis and
scrutiny [8, 9]. The results emphasize a substantial
increase in both assaults and occurrences of medical
identity theft, with attacks occurring as a result of
hacking, malware infiltration, and insider threats
[10, 11]. Hacking is the act of illicitly infiltrating a
computer system to acquire information or create
disruption. Malware, often known as "malicious
software," includes programs specifically created to
penetrate systems without the user's knowledge,
such as viruses and ransomware [12-14].

Insider threats stem from the mistakes or
intentional actions of employees, such as
succumbing to phishing emails (a form of social
engineering attack that seeks to acquire login
credentials or initiate a malware attack), improper
security configurations, password mismanagement,
misplaced laptops, and transmission of unencrypted
emails [15].

Conversely, external risks arise from the
malevolent conduct of persons from outside the
organization. Enterprise information technology
(IT) security is facing a storm due to the rapid
growth of data that needs to be managed, stored,
analyzed, and shared, as well as the increasing
complexity of cybercriminals' methods on a global
level. In the beginning months of 2020, well-known
companies such as Travelex and Dixons Carphone
encountered publicly publicized occurrences of data
breaches [16-18]. This underscores a prevalent
vulnerability that the healthcare industry is not
immune to.

Historically, there was a prevailing belief that
healthcare systems would not be targeted for attacks,
therefore leading to the perception that preventive
measures were unneeded. No healthcare entity offers
cybersecurity services. Traditionally, and with valid
justification, the emphasis has been placed on
providing medical attention to patients. Several
factors contribute to the increasing vulnerability of

healthcare cybersecurity as follows. (1) The
utilization of interconnected technologies is
becoming more prevalent to enhance the

effectiveness of patient treatment, especially for
individuals with chronic illnesses. This provides
multiple connecting choices for medical devices.
Devices are often readily available, increasing the
likelihood of them being detected by a potential
attacker. By circumventing the firewalls, a solitary
device could provide a potential entry point to bigger
hospital networks. Moreover, there is usually a time
lag between the onset of an attack and the detection
of the security breach, so amplifying the
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susceptibility to potential harm.

(2) Placing a higher priority on preserving the
well-being of patients will lead to increased and
continuous monitoring of patients beyond the
confines of the clinical setting. The growing
popularity of medical devices heightens the
vulnerability to data breaches.

(3) The increasing prevalence of mobile
consumer electronics, such as cell phones, has made
it more challenging to safeguard health data from the
risks associated with multipurpose gadgets.

(4) Numerous healthcare organizations continue
to employ outdated systems in various sectors, such
as Windows XP, which has not received updates
since 2014. This creates a vulnerability that enables
hackers and malware to evade detection effortlessly,
as demonstrated by the recent WannaCry attack.
Although  organizations are investing in
connectivity, they are neglecting to allocate
sufficient funds to ensure the security and regular
updating of their software and systems. This issue is
worsened by a scarcity of expertise in cybersecurity
within the industry due to an overall shortage of
technology and the excessively high expense of
cybersecurity personnel.

Consequently, the health industry is at risk of
being targeted because of the swift implementation
of EHR and interconnected devices, coupled with
insufficient investment in cybersecurity and a failure
to understand the security measures taken by
healthcare professionals [19, 20]. Motivated by the
points stated above, the main objectives of this
review are highlighted as follows. (1) To present the
detailed architecture of a typical healthcare system
at the component level. (2) To explore various
security and privacy issues for healthcare systems
with proposal of potential combative solutions. (3)
To review the existing cyberattacks in the healthcare
sector and proposed solutions to combat these
attacks. (4) To highlight the research community's
challenges in ensuring security and privacy in
healthcare systems. (5) To show the importance of
Al in protecting medical data, protecting privacy,
and monitoring patients. (6) Ultimately, we aimed to
discuss several open challenges and future research
directions for addressing security and privacy issues
in health systems.

WHY THE HEALTHCARE SYSTEM IS
PRONE TO CYBERATTACKS?

The healthcare sector is considered more prone
to cyberattacks for several reasons as highlighted in
(Figure 1).
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Figure 1. Reasons for Cyber Attacks

1. Sensitive Data: Healthcare firms possess an
extensive quantity of sensitive and important data,
encompassing patient records, medical histories, and
financial  information.  Consequently,  these
individuals become appealing targets for
cybercriminals who aim to pilfer personal data for
identity theft, financial deception, or other nefarious
endeavors.

2. Monetary Value: Healthcare data that has been
stolen can be highly profitable when sold on the
illegal market. Personal health information (PHI) is
typically more valuable than other forms of personal
data due to its potential for facilitating insurance
fraud, prescription drug fraud, and even blackmail.

3. Outdated Technology: Certain healthcare
systems continue to depend on antiquated
technology and legacy systems that may lack
adequate  security  protections. The  rapid
incorporation of emerging technology and the
utilization of EHRs have occasionally surpassed the
establishment of sufficient cybersecurity protocols.

4. Interconnected Systems: The healthcare
industry is experiencing increased interconnectivity
through the utilization of electronic health records,
health information exchanges, and other digital
platforms. Although this connectedness improves
communication and medical care, it also expands the
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vulnerability of cybercriminals to launch attacks.

5. Lack of Cybersecurity Awareness: Healthcare
personnel may lack the same level of vigilance and
expertise in cybersecurity as experts in other
industries. Occasionally, the emphasis on providing
quality care to patients supersedes the importance of
promoting and educating about cybersecurity.

6. Regulatory Compliance: Healthcare firms are
required to adhere to stringent rules, such as the
Health Insurance Portability and Accountability Act
(HIPAA) in the United States. Adhering to these
compliance standards might pose difficulties, and
certain firms may give precedence to compliance
rather than taking proactive cybersecurity measures.

7. Ransomware Targets: Ransomware attacks,
characterized by cybercriminals encrypting data and
demanding payment for its release, have shown a
growing prevalence within the healthcare sector.
Healthcare businesses are more inclined to pay
ransoms promptly to swiftly regain access to
essential systems due to the crucial importance of
patient care.

8. Limited Resources: Several healthcare
businesses, particularly those of smaller scale, may
possess restricted resources for cybersecurity. This
can render them susceptible to assaults, as they may
lack the resources to invest in cutting-edge security
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systems or employ expert cybersecurity personnel.

To tackle these difficulties, healthcare
organizations must give priority to cybersecurity,
allocate resources to acquire advanced and secure
technology, consistently upgrade their systems,
provide training to employees, and engage in
collaboration with cybersecurity specialists to
enhance their defenses against cyber threats.

A SMART HEALTHCARE SYSTEM
ARCHITECTURE

A healthcare system typically comprises one or

Medical
Devices

A

ECG, Blood Pressure,
Oxygen saturation

Wired or Wireless transmission

more medical devices equipped with diverse sensors
to gather patients' vital signs and do independent
assessments to provide advanced therapies [21-23].
The overall structure of a healthcare system is
illustrated in (Figure 2). We delineate five crucial
elements that are often required for the overall
functionality of a healthcare system. The five
components consist of a medical device, a sensor,
networking  capabilities, data  processing
capabilities, and a healthcare provider.
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Figure 2. Smart Healthcare System Architecture
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1. Medical Device: A medical device refers to
any equipment, instrument, appliance, or gadget
designed for one or more medical purposes,
including diagnosis, monitoring, treatment, and
alleviation [24]. According to the Food and Drug
Administration (FDA), medical devices encompass
a wide spectrum, ranging from simple tongue
depressors to intricate programmable implantable
cardioverter-defibrillators (ICDs) [25, 26]. The
FDA categorizes medical devices according to their
capacity to inflict harm on patients in the case of
device malfunction or deliberate attacks. Class |
medical devices, such as elastic bandages and dental
floss, are considered to have a low risk and are
subject to a minimal level of regulatory supervision.
Class Il devices, characterized by their increased
complexity and higher level of danger compared to
Class | equipment, require strict regulatory controls.
Examples of Class Il devices include pregnancy
testing kits and motorized wheelchairs. Implantable
pacemakers and breast implants are classified as
Class Il devices due to their elevated risk and
intricate nature, necessitating stringent regulatory
supervision. Furthermore, the European
Commission establishes certain supplementary
categorization criteria for medical devices, which
are categorized according to their non-invasive,
invasive, and active therapeutic characteristics [27].

2. Sensors: In the healthcare industry, sensors are
employed to monitor and quantify a patient's vital
signs [28]. Physiological sensors, such as blood
sugar sensors and heart rate sensors [29, 30], act as
catalysts for automating many processes inside
healthcare systems, including diagnostics and
monitoring. Sensors can be categorized into three
distinct groups as follows: (1) Physiological sensors:
These sensors measure physiological data (e.g.,
electrocardiogram (ECG), electromyography) and
characteristics to provide a real-time estimate of the
patient's health status. (2) Biological sensors: These
sensors gather data on biological components in the
human body, such as alcohol and glucose. They
work with a physical and chemical transducer to
generate electrical signals that help complete the
data collection process [26, 31]. (3) Environmental
sensors: These devices can detect a variety of
environmental characteristics to detect any change
in the patient's surroundings. These devices can be
used to measure the accelerometer and gyroscope in
the smartwatch and generate patterns to study patient
movement and sleep data.

3. Networking:  Networking components
facilitate connectivity between various medical
devices, sensors, and other system components. This
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system consists of two main stages: In the first stage,
the physiological signal is sent through sensors to
the central node of the system. In the second stage,
the collected measurements are sent from the central
node to the health center or health care workers for
review. Wired or wireless technologies can be used
to achieve short-range data transmission.
Nevertheless, the use of wired communication may
impede a patient's mobility and comfort.
Autonomous sensor nodes can create a Body Area
Network (BAN) by using a primary star topology
network to transport data to the central node of the
BAN.

IEEE 802.15.1 (Bluetooth) and 802.15.4
(Zighee) are  commonly  used  wireless
communication technologies in Wireless Personal
Area Networks (WPANSs), specifically in Body Area
Networks (BANSs) [32]. These technologies are part
of the 802.15 working group. Bluetooth is a widely
accepted standard for establishing short-range
connections between portable and fixed devices
using radiofrequency (RF) technology. The standard
runs in the unlicensed 2.4-GHz spectrum and is
characterized by its low power consumption and
affordable cost. The device utilizes frequency
hopping technology (FHSS) across 79 channels in
the industrial, scientific, and medical (ISM) bands to
avoid interference [33]. It can achieve speeds of up
to 3 Mbps in the enhanced data rate mode and has a
maximum transmission range of 100 meters. The
Zigbee standard also strives for cost-effective, low-
data-rate, and durable battery solutions. The system
operates on sixteen channels within the 2.4-GHz
ISM band, with a data rate of 250 kbps and Offset
quadrature phase-shift keying (OQPSK)
modulation. Additionally, it utilizes ten channels
within the 915-MHz band, with a data rate of 40
kbps and Binary Phase-shift keying (BPSK)
modulation [26]. Lastly, it employs one channel
within the 868-MHz band, with a data rate of 20
kbps and BPSK mode. Additional ways of
communication within a BAN include infrared data
association (IrDA), ultra-wideband (UWB), and
medical implant communication service (MICS).
UWB is an inexpensive protocol designed for the
transmission of data utilizing infrared light over
limited distances [34]. MICS is a wireless
communication service designed for transmitting
small amounts of data to support the operations of
medical devices used for diagnosis or treatment. It
operates on low power and does not require a
license. The device functions inside the 402-405
MHz frequency range, utilizing 300 kHz channels.
Various wireless technologies such as BPSK, Global
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System for Mobile Communications (GSM),
General Packet Radio Service (GPRS), Universal
Mobile Telecommunications System (UMTS),
Worldwide Interoperability for Microwave Access
(WiIMAX), and Long Range (LoRa) can be used for
long-distance communication between a healthcare
system and a health server or healthcare provider.
These technologies offer wide network coverage and
universal  access.  Furthermore, forthcoming
developments in 5G mobile communication
networks are expected to provide global Internet
accessibility at significantly higher data speeds,
facilitating the acquisition of real-time data from
distant medical devices. The implementation of Z-
Wave and Bluetooth Low Energy (BLE) is expected
to lead to increased adoption of these energy-
efficient communication protocols by a wider range
of devices.

4. Data Processing: At this stage, the data
obtained from the sensors is processed, analyzed,
and features are extracted from them. The quality of
this unit is essential because it connects to medical
devices and borrowing devices and contains a
database to store all patient data. In addition, through
this unit it is possible to obtain important data about
patients and monitor their health condition through
data processing.

5. Health Provider: The healthcare provider
component consists of health servers and medical
professionals. They establish communication with
the data processing component using a wireless
transmission module. The healthcare server securely
saves data on a remote cloud-based storage system.
Healthcare professionals have access to this data to
provide remote or in-person treatment to patients.

SECURITY AND PRIVACY ISSUES
MODERN HEALTHCARE SYSTEMS

To ensure an acceptable level of privacy, the
healthcare system must adhere to multiple
overarching security and privacy criteria. The
surveys have revealed more than twenty security
needs, as detailed by the authors. As a result of
limited space, we simply highlight the most essential
criteria.

1. Access Control: Access control refers to the
ability to restrict and manage the access of
authorized users to resources. The system
incorporates three separate security and privacy
prerequisites: authentication, authorization, and
identification. ldentification, although not inherently
a security risk, plays a crucial role in user
authentication. Therefore, it is employed to modify
the verification process of users. Authentication
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ensures that the user who is seeking data access is
genuine, valid, and possesses the necessary identity
claims before being granted access. Furthermore, it
confirms the authenticity of the communication with
an authorized individual. Finally, the authorization
process determines, according to the security policy,
whether sections of data might be restricted from
external requesters. A crucial aspect is to implement
an access control mechanism that safeguards patient
confidentiality while also ensuring a balance
between availability and confidentiality, as stated by
security objectives.

2. Availability: Availability refers to the
characteristics of a system and resource being easily
unrestricted, functional, and ready for use by
approved users at any given time and in any place
throughout the healthcare system. It must be ensured
that the equipment does not malfunction or
experience power outages, and the systems must be
continuously updated to provide safe electronic
medical services to patients.

3. Dependability: Dependability assures a
seamless recovery of medical information at any
time, regardless of network dynamics or the
occurrence of loss nodes. In most medical matters, a
lack of accurate data from network issues threatens
the patient's life and causes severe damage.
Therefore, dependability also encompasses the
system's capacity to handle and recover from errors
effectively, ensuring that trust is maintained through
consistent and reliable access to crucial medical
data.

4. Flexibility: Flexibility in a healthcare system
refers to the system's ability to adapt its rules about
who can access certain medical data in emergency
situations. If a patient is in critical condition and the
usual rules about who can see their information are
too strict, it could delay treatment and endanger their
life. Therefore, flexibility ensures that in
emergencies, healthcare providers can quickly get
the information they need to help the patient, even if
those providers are not typically authorized to access
that data.

TYPES OF CYBERSECURITY ATTACKS

Cybersecurity attacks in the healthcare system
can have serious consequences, including
compromised patient data, disruption of medical
services, and potential harm to patients [35, 36]. As
illustrated in (Figure 3), various types of cyber
threats pose risks to healthcare organizations. Some
common types of cyber security attacks in the
healthcare system include:



Ensuring Security and Privacy ... Indu Bala et al.
Ransomware Attacks
Distributed Denial of
Service (DDoS) Phishing Attacks
Attacks:
Malware Attacks 3 Insider Threats
A
S G A Ak IoT Device Vulnerabilities
Types of Attacks
Jamming attack Data Breaches
Desynchronization
el \ 4 Data collision attack
Eavesdropping Spoofing attack
Scrambling attacks Signalling attacks

Figure 3. Classification of Cyber security attacks in the healthcare industry.

1. Ransomware Attacks: Ransomware is a type
of malware that encrypts a victim's files or systems,
rendering them inaccessible. Attackers then demand
a ransom payment in exchange for decrypting the
data. Ransomware attacks can disrupt healthcare
services, making patient records and critical systems
unavailable. This can lead to delays in patient care
and potentially compromise patient safety [37].

2. Phishing Attacks: Phishing involves tricking
individuals into providing sensitive information,
such as usernames and passwords, by posing as a
trustworthy entity. If healthcare staff fall victim to
phishing attacks, attackers may gain unauthorized
access to patient records or other sensitive
information [38].

3. Distributed Denial of Service (DDoS) Attacks:
DDoS attacks overwhelm a system, network, or
website with a flood of traffic, rendering it
inaccessible to legitimate users. DDoS attacks can
disrupt online healthcare services and prevent access
to critical medical information, affecting patient care
[39].

4. Insider Threats: Insider threats involve
individuals within the healthcare organization who
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misuse their access privileges for malicious
purposes or unintentionally compromise security.
Insiders may intentionally leak  sensitive
information, compromise patient privacy, or
inadvertently  introduce malware into the
system [40].

5. Malware Attacks: Malware, including viruses,
worms, and trojan horses, can infect healthcare
systems and compromise their functionality.
Malware can lead to the unauthorized access, theft,
or destruction of patient data. It can also disrupt
healthcare operations [41].

6. 10T Device Vulnerabilities: Internet of Things
(10T) devices in healthcare, such as medical devices
and wearables, may have vulnerabilities that
attackers can exploit. Compromised 10T devices can
lead to unauthorized access to patient data,
manipulation of medical equipment, or disruption of
healthcare services [42].

7. Supply Chain Attacks: Cybercriminals may
target the supply chain of healthcare organizations to
compromise software, hardware, or services. Supply
chain attacks can introduce vulnerabilities into
healthcare systems, potentially leading to data
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breaches or other security incidents [43].

8. Data Breaches: Data breaches involve
unauthorized access to sensitive information, such
as patient records, leading to exposure or theft. Data
breaches can result in the compromise of patient
privacy, financial losses, and reputational damage to
healthcare organizations [44].

9. Jamming attack: This directs to the
interference of an attacker's radio broadcast with
BAN frequencies. As long as the jamming signal
persists, sensor nodes within the range of the
attacker signals are isolated and prevented from
sending or receiving messages with other afflicted
nodes and sender nodes [45].

10. Data collision attack: It arises when multiple
nodes attempt to transmit simultaneously, often
associated with jamming attacks where an attacker
deliberately induces collisions by sending multiple
messages on the channel. When collisions occur,
altering the structure header, the error-checking
mechanism at the receiver detects it as an error,
leading to the rejection of incoming data.
Consequently, any modification to the data structure
header poses a threat to data availability. In a BAN
Data Flooding Attack, the attacker inundates the
victim node with numerous connection requests
until its resources are depleted, initiating a flooding
attack [46].

11. Desynchronization attack: In this type of
attack, the attacker tampers with messages between
sensor nodes by copying them multiple times to one
or both endpoints of the active connection using a
spoofed sequence number. This pushes WBAN to an
endless loop, causing sensor nodes to transmit
messages and waste energy repeatedly [47].

12. Spoofing attack: In this sort of attack, the
attacker targets the routing information to do many
disruptions, such as spoofing, modifying, or
replaying the routing information, hence causing the
network to become more complicated by
establishing routing loops [48].

13. Sybil attacks: The malevolent attacker node
embodies multiple personas within the network,
posing substantial challenges for spatial routing
protocols. These protocols rely on the exchange of
location data among nodes and their neighboring
nodes to efficiently route packets with geographic
addresses. However, Sybil attackers, with their
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erratic behavior and rapid movement, present a
formidable challenge in terms of identification [49].

14. Eavesdropping: The surveillance system is
designed to gather health data from BANSs and
transmit it to healthcare providers. However, with
wireless technology, unethical engineers could
easily craft devices to intercept patient data.
Therefore, when creating a system to safeguard
patient information from eavesdropping and reduce
the risk of theft or privacy breaches, developers must
assert strict control and authority [50].

15. Data tampering attack: where a tampering
attacker may damage and replace encrypted data by
authorized network nodes [51].

16. Scrambling attacks: These are a type of radio
frequency jamming attack designed to disrupt the
regular operation of a WiMAX network during the
transmission of control or management information
frames. They disrupt communication, preventing the
patient's smartphone from transmitting data [52].

17. Signaling attacks: Prior to transmitting data
from the patient's smartphone, several preliminary
signaling tasks must be carried out with the primary
base station. These tasks involve authentication, key
management, registration, and establishing an IP-
based connection. However, an attacker can initiate
a signaling attack against the base station by
activating additional state signals, causing a heavy
load on the base station and resulting in Denial-of-
Service (DoS) attacks. Consequently, the patient's
smartphone is unable to transmit data due to the
unavailability of the base station [53].

To mitigate these risks, healthcare organizations
should implement robust cybersecurity measures,
including regular security audits, employee training,
and the use of advanced security technologies.
Additionally, compliance with regulations such as
HIPAA is crucial to ensuring the security and
privacy of patient information [54].

SECURITY SCHEMES IN MODERN
HEALTHCARE SYSTEMS

Security and privacy requirements are more
challenging in modern healthcare systems as
compared to any other internet-based system [55-
57]. Based on each level's functionalities, different
security and privacy needs exist at each level of the
healthcare system. This section analyzes and
discusses these requirements in detail (Figure 4).
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Figure 4. Security and privacy requirements for modern healthcare system.

A. Data level

1. Confidentiality: Medical confidentiality is a
set of rules that restricts access to information shared
between a patient and a doctor or healthcare provider
[58, 59]. The patient's medical information given to
health care professionals should not be divulged to
others without the patient’s approval. Patient health
data must be collected and stored according to legal
and ethical privacy rules, such as the General Data
Protection Regulation (GDPR) and the HIPAA,
which restrict access to authorized personnel only.
Appropriate steps must be taken to preserve the
confidentiality of health data associated with
individual patients to prevent possible breaches. The
significance of such measures cannot be overstated,
as data stolen by cyber criminals could be sold on
black markets not only putting patients at risk of
privacy breaches but also financial and reputational
repercussions. Thus, after the processing of patient
personal data, if it is no longer required, it should be
erased from the database permanently, except for
archiving, scientific, historical, or statistical
purposes.

258

2. Integrity: Data integrity refers to the process
of ensuring the quality, efficiency, and consistency
of data throughout its life cycle [60, 61]. It involves
keeping patients' private information, diagnostic
reports, laboratory test reports, etc. in the healthcare
industry. For health practitioners and researchers,
preserving data integrity is the most challenging
task. Each country strives to have a computerized
healthcare record of the patients to yield better
services to the patients in the future with the least
infrastructure requirements. However, the process of
computerization of healthcare records poses serious
concerns to security experts. Attacks on
confidentiality, privacy violations, and information
breach risk are constantly growing problems.
Among all these issues, maintaining data integrity is
the most critical issue. The tampering with the health
records may cause a life-threatening situation to the
patient. For the typical healthcare industry, the
purpose of the data integrity requirement is to ensure
that the data reaches the intended destination without
compromise during wireless transmission. Since the
attackers could gain access to the data during
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wireless transmission and alter the patient data that
could lead to a life-threatening situation. To ensure
that the data has not been compromised, appropriate
mechanisms should be incorporated to prevent data
alteration by malicious attacks [62]. Moreover, the
integrity of the data stored in the medical servers
also needs to be ensured, which means the data
cannot be tempered.

3. Availability: The digitization of the patient
records is a dire need in the present scenario thus,
the services and data must be accessible to the
healthcare professionals whenever or wherever it is
required [63, 64]. This crucial information collected
from various medical servers and devices could be
inaccessible in case DoS attacks occur. The situation
could lead to life-threatening incidents, for example,
the inability to generate quick alerts by the device in
the case of a heart attack. Therefore, to
accommodate the possibility of data availability
loss, healthcare applications or gadgets must be
always on to ensure data availability to the medical
practitioners and for the emergency services.
Moreover, healthcare professionals must restore the
patient's data promptly to avoid DoS attacks.

B. Sensor Level

With the busy lifestyle of people, people have
started adopting E-health services in which crucial
health information is being collected with the help
of sensors with limited power backup and
computational capabilities. The security and privacy
of the data collected by these sensors are always a
big concern. The most common method to ensure the
security of data collected from these sensors is to put
this data on the personal server level. Moreover, the
security measures of these sensors require a
lightweight authentication protocol with less
communication overhead.

1. Tamper-Proof Hardware: To collect vital
health information the sensors, especially ambient
sensors, can be stolen physically which could lead to
information exposure to attackers. Furthermore, the
stolen sensors/devices can be reprogrammed by
attackers and can be redeployed to the system
without being noticed to track communications.
Therefore, to avoid the data tempering from these
devices/ sensors, Physically Unclonable Functions
(PUFs) which are security features to uniquely
identify and authenticate devices based on their
inherent physical variations must be used to secure
data of these devices.

2. Localization: Healthcare technologies use two
types of sensor localization, namely (1) on-body
sensor position and (2) sensor's/patient's location
[65, 66]. On-body sensor localization is important to
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determine whether the sensors are placed in an
accurate body position. This position identification
is of vital importance for applications such as
activity recognition. Meanwhile, sensor/ patient
localization is used to locate the patient wearing the
sensor within or outside the building. Due to the
mobility features, these sensors/ wearable devices
could move in or out of the network's coverage
range; real-time sensor detection is needed if the
network authorizes its detectors to leave and rejoin
irregularly.

3. Self-Healing: Self-healing features of the
sensors or wearable electronic gadgets used in
healthcare allow devices to resume operation after
security attacks. To do so, the devices should be able
to notice and analyze the type of attack, and the
implementation of the appropriate security
mechanisms without human intervention. Moreover,
these methods must be lightweight with the least
communication overheads to the network.

4. Over-the-air Programming (OTA): is
widespread these days for updating devices with
new patches related to security and policies [67-69].
It includes the updating or introduction to security
situations such as malicious sensor node
identification and forging identity details updating to
the network. However, while implementing OTA,
all security measures must be taken to stop the
exploitation of these updates by attackers.

5. Forward and Backward Compatibility: In
healthcare systems, the faulty sensors must be
changed/replaced frequently with new ones.
However, the sensors must have Forward and
backward compatibility features. Here, the term
forward compatibility means that messages
transmitted by the sensors must not be readable by
medical sensors once they left the network. On the
contrary to this, backward compatibility means
previously transmitted messages must not be
readable by sensors that are just entered into the
network.

C. Personal Server Level

In a typical healthcare system, the data is
collected and aggregated on the personal server level
before forwarding to the medical servers. Thus, it is
mandatory to protect the data on the personal server
level. Generally, two types of authentication
strategies are used to ensure security and privacy at
the personal server level, namely (1) device
authentication, and (2) user authentication.

1. Device Authentication: A personal server such
as a smartphone is used to store the patient data
received from various sensors and medical devices.
Thus, they must have some sort of authentication
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before accepting data from these sensory devices.
The authentication scheme must establish
secured/encrypted communications to maintain data
integrity and confidentiality. Alteration of patient
data by malicious devices can have serious adverse
effects on clinical diagnosis and care decisions; thus,
device authentication should be implemented in
sensor-based healthcare  systems. Device
authentication is mutual between personal servers
and devices. Still, most of the analysis must be
performed on personal servers because they often
have more computational capacity and power than
medical devices and sensors.

2. User Authentication: The data accumulated on
the personal servers either temporarily or
permanently must be accessed by the patients and
medical practitioners. Accordingly, effective user
authentication strategies are needed. Personal
servers used for smart healthcare systems should
provide patient data access in emergencies such as a
stroke or a seizure. To do so, biometric
authentication of the personal server level can be
used as it is easy to collect such information from the
sensory devices worn by the patient in the form of
medical or healthcare devices.

D. Medical Server Level

Fulfilling the security and privacy requirements
of the patient information at the medical server level
requires: (1) the patient’s information accessed by
authorized devices and medical practitioners only
and (2) data encryption before storing it in the
databases. Since the trend of digitizing paper-based
medical records is increasing rapidly, the security
and privacy concerns with the medical servers are
also increasing. Therefore, proper security measures
must be taken into consideration at the medical
server level for smart healthcare systems.

1. Access Control: Effective access control
policies should be implemented to ensure that only
authorized devices and personnel can access medical
servers. It is difficult to ask patients for permission
or consent every time they request data access, so
service providers on medical servers must give
patients optional access. This means they can share
any data they don’t have, and third parties may
choose and have access. A popular alternative
solution is Attribute-Based Encryption (ABE),
which is classified as public-key cryptography in
which a private key is derived from attributes (i.e.
received signal strength, location, and channel
frequency). In an ABE, accesses can be selectively
designed with attributes so that only attributes that
satisfy the tree are allowed access to encrypted data
and treatment servers are also able to reconfigure
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access routes successfully. Policy updates can be
unnecessary for medical servers; for instance, many
cloud security systems require changing encryption
keys when updating access control policies, as
decryption and re-encryption of data on medical
servers and individual servers is accomplished.
Thus, new scalable and less redundant programming
algorithms should be used to reduce or eliminate
cryptography's computational cost. A famous
solution is 2-layer over-encryption, where
reprogramming can be done at the surface
encryption layer (SEL) while data owners set
additional encryption on the BEL. In addition,
emergency access to patient data on medical servers
can be facilitated through specific security policies.
For instance, using proxy re-encryption (PRE), data
encrypted with a patient's public key can be
transformed into a format that a third party can
decrypt in emergencies. This ensures that critical
information is accessible when needed, while
maintaining security under normal circumstances.

2. Key Management: Designing secure
applications is based on a key management system,
which seeks to use cryptographic keys and distribute
them to sensor nodes. Trusted servers are critical
elements of pre-distribution. Two main types of key
management systems are employed in Internet of
Medical Things (IloMT) healthcare systems [70-72].
Trusted server protocols get a master compromise in
the network at a trusted base station. These types of
protocols are suitable for hierarchical networks, but
even then, reliable server protocols cannot provide
vital applications such as healthcare because a
comprehensive network failure can cause a reliable
server to be paralyzed in real-time. Key pre-
distribution protocols are commonly used in
symmetric key cryptography to distribute secret
keys before the network is fully functional. Such
protocols are more suitable for resource-limited
sensor networks because they are straightforward to
execute and do not require convoluted calculations.

3. Trust Management: Trust means a
bidirectional relationship between two trusted
nodes, such as a sensor node and a network
coordinator, that share data. For wireless healthcare
applications to be successful, there must be
distributed collaboration among the network nodes.
In this consideration, the extent of trust of a node
may be determined with trust management
structures, which can be essential, mainly because
evaluating a node's conduct, including the shipping,
and sharing of information, is critical in healthcare
applications.

4. Resistance to DoS Attacks: Figure 5 lists
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common DoS assaults against wireless healthcare
packages. Attackers can use excessive-energy
signals to stop the wireless community from
working well, which includes jamming assaults
within the bodily layer. Many strategies have been
proposed to secure networks and prepare for such
attacks, such as theft protection and competition
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strategies, but all of them are in the early stages of
research [73]. Therefore, because wireless
consumption is used in mobile and for dynamic
reasons, real-time Io0MT healthcare -Systems need
more research to develop strategies to protect
systems from DoS attacks.
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Figure 5. The most famous DoS attacks against wireless healthcare applications.

OPEN ISSUES AND CHALLENGES

A. IoMT-based Healthcare Systems

Healthcare systems based on the loMT typically
comprise three tiers: the sensor tier, personal server
tier, and medical server tier. This configuration is a
common feature in numerous newly proposed
lIo0MT-based healthcare frameworks. At the sensor
tier, medical devices and sensors form a local
network, often referred to as a Body Sensor Network
(BSN) [74]. Wireless communication at the sensor
and personal server tiers often relies on low-power
standards such as BLE, Near-Field Communication
(NFC) [75], and radio-frequency identification
(RFID) [76]. BLE is used in different network
topologies in order to communicate data between
parts of the network, where a connection is made
between the star and mesh network. There are
important technologies, namely NFC and RFID,
which facilitate the provision of low energy through
instant communications to the nearest device, and
they can be used to monitor patients because they are
implantable devices. These elements are integral to
many recently proposed loMT-based healthcare
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frameworks, where medical devices and sensors are
deployed at the sensor layer, forming a local area
network commonly referred to as a BSN.
Physiological records accumulated through
clinical gadgets can be sent to personal servers,
which may be on-body devices, such as
smartphones, software, tablets, or off-frame devices,
along with routers and gateways. The motive of
personal servers is to technique and shop sufferers'
information domestically earlier than sending it to
the centralized clinical servers. A non-public server
is needed to operate generally whilst the community
connection to the clinical servers is misplaced.
Medical employees, inclusive medical physicians,
can get admission to patients' information remotely,
supplying active recommendations to the sufferers.
Applications and PC packages for early diagnoses
and rehabilitation development checks can also be
run on the scientific servers with patients' consent.
Many IoMT-based total healthcare systems have
been suggested for non-stop patient monitoring for a
long time. Regardless, many of them no longer
assume any safety and privacy criteria in their
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designs or disregard destiny work, which includes
MobiCare. This review targets other layout-
demanding situations, such as power consumption
and usability, instead of the security of the systems
and the privacy of patients' data. Newly suggested
IoMT-based healthcare systems, including BSN-
Care, have followed encryption and authentication
techniques in their methods.

B. Network and Protocol Design Challenges

A protocol defines a set of rules governing the
exchange or transmission of data among devices.
Specifically, a routing protocol dictates how
network routers share data, furnishing them with
necessary information to select the optimal path
between any two nodes within the network or
communication systems. Routing protocols in
wireless networks are notably more intricate
compared to those utilized in wired networks,
encompassing considerations such as network
topology, power conservation, and channel
relevance. As a result, efficient data transfer between
nodes is a multifaceted challenge in wireless
network routing protocols.

1. Postural Body Movements: Physical medical
devices and sensors are typically located in a group-
based anatomical positioning because the patients
being diagnosed or the users being monitored are rarely
stationary, leading to frequent network topology and
component changes. The navigation system in BSNs
must adapt to frequent and unpredictable changes, such
as communication links between sensor nodes, which
vary as a function of time against body motion and can
be involved in guidance systems to conserve energy.
For instance, a transmission power control scheme
based totally on the gait cycle for BSNs has been
suggested, where transmission time is optimized with
matching hyperlink first-rate adjustments because of
taking walks.  On the other hand, there are
unpredictable modifications in link pleasant due to
signal blockage using clothes or bags that intensify
channel attenuation.

2. Temperature Rise: Two factors driving
temperature increase in sensor nodes are antenna
radiation absorption and power consumption of node
circuitry. Radio power absorption by tissues can lead
to tissue warming, signal attenuation, and potential
skin or tissue burns. Consequently, routing protocols
must account for transmission and computing power
in sensor nodes, with particular emphasis on implant
sensor nodes due to the risk of heat damage to
human body tissues and organs.

3. Energy Efficiency: Routing protocols within
IoMT systems must prioritize energy efficiency to
optimize local energy consumption of sensor nodes
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and extend the overall network lifespan. Energy
performance stands as a critical aspect of loMT
frameworks, influencing device size, system
longevity, and usability. For example, surgical
interventions may be necessary to replace batteries
in implanted sensor nodes, posing risks and
significant expenses. Implantable devices like
pacemakers require battery lifespans of at least ten
to fifteen years to sustain normal user activities.
Moreover,  frequent charging or  battery
replacements for wearable sensor nodes often
impede their usability.

4. Transmission Range: Short transmission range
activity can cause issues in communication
disconnection and re-partitioning between sensor
nodes in IoMT systems. The number of patient or user
sensor nodes should be reduced to reduce disruption,
providing fewer paths to nearby sensor nodes. Thus, if
the connected sensor node is not far away, the packets
have to be routed through a different path, resulting in
higher energy consumption in that path and longer time
for the packets to reach the destination. In BSNs, if the
alternative path includes one or more implantable
devices, the routing protocol has to be able to decide
whether or not to take this alternative path primarily
based on the significance of the contents within the
packets.

5. Heterogeneous Environment: In numerous
applications of the 1o0MT, a variety of sensor nodes
sourced from various medical equipment providers
are necessary to capture distinct physiological
signals from patients or clients. Consequently,
routing protocols need to be tailored to address the
complexities of diverse environments found in
numerous BSN setups. Several BSN platforms and
frameworks have been suggested to address this
issue with examples like DexterNet, which enable
collaboration among different vendors to alleviate
these challenges.

6. Quality of Service (QoS): BSN applications that
are critical for real-time health monitoring, such as
ECG sensing, are sensitive to data loss and time
constraints, necessitating the fulfillment of QoS
standards. However, since embedded sensor nodes
have constraints in  memory and processing
capabilities, it's essential to implement QoS measures,
such as error correction strategies for retransmissions,
within routing protocols without adding a significant
computational burden to the sensor nodes.

GENERATIVE Al CHALLENGES AND
CYBERSECURITY CONSIDERATIONS IN
HEALTHCARE SYSTEMS

The integration of generative Al into healthcare
systems signifies a groundbreaking shift, heralding
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advancements in patient care, diagnostic precision,
and operational efficiencies that were previously
unattainable [77-80].

Despite these benefits, the integration of
generative Al in healthcare is accompanied by
significant challenges. This includes ensuring the
privacy and security of sensitive patient data,
navigating the ethical and legal complexities of Al
decisions, achieving seamless integration and
interoperability ~with existing healthcare IT
infrastructures, and adapting the healthcare
workforce to leverage Al technologies effectively
[6, 77, 80, 81].

The integration of generative Al in healthcare,
while promising, introduces a spectrum range of
cybersecurity challenges and ethical considerations.
One primary concern is the potential for Al systems
to be exploited in cyberattacks [82]. For example, if
not properly secured, these systems can be
manipulated to generate false data or misleading
medical predictions, which could have severe
negative consequences for patient care and privacy
[83]. Additionally, the proliferation of Al-driven
technologies increases the surface area for potential
breaches, as every point in an Al system—from data
input to model training and output—can be a
vulnerability [84].

Another significant challenge is the issue of data
bias and the reliability of Al-generated outcomes
[77]. Al systems are only as good as the data they
are trained on, which if flawed or biased, can lead to
inaccurate medical predictions and treatments,
exacerbating health disparities.

In response to these challenges, robust
cybersecurity measures must be implemented. This
includes employing advanced encryption for data in
transit and at rest, rigorous Al system testing to
detect and mitigate vulnerabilities, and continuous
monitoring of Al operations to prevent and respond
to potential cyber threats [85]. Additionally,
fostering a culture of cybersecurity awareness
among healthcare professionals and patients is vital
[86].

Future trends likely will focus on enhancing
generative Al's defensive capabilities, developing
anomaly detection systems that can predict and
neutralize threats before they impact the system, and
creating transparent Al systems that allow for easy
tracking and understanding of data processing and
decisions [87, 88]. This is essential not only for
maintaining security but also for building trust
among users and regulatory bodies.

FUTURE RESEARCH DIRECTIONS

With the popularity of other emerging
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approaches, such as cloud computing, the lIoMT
security and privacy research community must fully
exploit some interesting future research directions.
The following are a few potential research directions
in the role of IoMT security and privacy healthcare
policies.

1. Blockchain: It was designed to securely store
financial ledger records so that the blockchain's
“blocks” are interdependent. It will also be
employed with deliverable medical information
stored on a medical server, delivering robust and
broad security and privacy protection for loMT
health  systems. Nevertheless,  blockchain
technology demands significant computational
resources to generate blocks, which may not be
feasible for loMT devices due to their limited
capabilities. On the other hand, blockchain can
effectively be used to secure and store electronic
health records on medical servers. A notable
example of this application is MedRec, which has
pioneered research into using blockchain to manage
access to medical data.

2. Artificial Intelligence (Al): Machine learning
and deep learning have become the most well-
known analysis matters in almost every industry,
including network security. In recent years, many
devices gaining knowledge of total network
intrusion detection strategies have been submitted,
and they can also be involved in IoMT healthcare
structures. As medical service providers tend to use
deep learning techniques for diagnosis, the use of
such techniques for systems security and privacy is
also an example of research to consider, where PHI
is searched at different layers of lIoMT systems to
detect centralized attacks through deep learning
networks.

3. Security Assessment: Research teams usually
conduct individual security assessments; there are
no standards for assessing the security capabilities of
the proposed loMT security team. Adversarial
analysis is one of the tools researchers use to
determine the safety of their research. However,
these adversarial analyses are based on different
concepts and principles and cannot be compared.
The assessment model is a web-based IoMT security
assessment  framework  (IloMT-SAF)  where
recommendations can be made based on user input.
Nevertheless, this work needs to consider the
security strengths of existing checks or provide
crypto checks for cryptographic algorithms. Further
analysis is needed to assess IoMT healthcare
systems' security capabilities.

The configuration of communication and
protocols presents multifaceted challenges that span
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various environments. Of primary concern is
achieving scalability, ensuring that networks can
accommodate growing numbers of devices, users,
and services without sacrificing performance or
security. Communication poses another vital
challenge, requiring protocols to provide seamless
communication across disparate systems and
platforms. Security remains a perennial challenge,
with the ever-evolving risk scenery disturbing strong
encryption, authentication, and the right of entry to
manage mechanisms to guard sensitive data and
thwart malicious actors. The proliferation of rising
technologies such as the 10T, edge computing, and
5G networks introduces complexities related to aid
constraints, latency minimization, and fine-of-
provider optimization. Moreover, the growing
reliance on cloud computing and allotted
architectures underscores the importance of
designing resilient, fault-tolerant networks to
mitigate  disruptions and ensure continuous
availability. Addressing those demanding situations
calls for a holistic technique that integrates standards
from laptop technology, engineering, arithmetic, and
cybersecurity to forge progressive solutions that
propel the evolution of networking paradigms
toward more performance, reliability, and
adaptability in the face of evolving technological
landscapes.

CONCLUSIONS

This review highlighted the scope of
mechanisms that should be enforced to reduce
security and privacy concerns within healthcare
systems to keep data from being tampered with or
deleted. This review is practical in developing
healthcare services by evaluating the performance of
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